DELIVERED NOV 08 2025

City of Middleburg Heights, Ohio
Ordinance No. 20258 '¢ 4

Introduced by: Mr. Bortolotto, Mr. Meany, and Mr. Ference

A RESOLUTION
DIRECTING THE MAYOR AND FINANCE DIRECTOR
TO SET AND ADOPT STANDARDS SAFEGUARDING AGAINST
CYBERSECURITY THREATS AND RANSOMWARE ATTACKS AND
DECLARING AN EMERGENCY '

WHEREAS, local governments have increasingly become targets for cybercriminals. They can be
vulnerable to cyber-attack schemes because of limited cybersecurity budgets, outdated systems and
a range of accessible electronic and digital services.

WHEREAS, pursuant to the Auditor of State’s Bulletin 2025-007, political subdivisions are
required to set and adopt standards safeguarding against cybersecurity threats and ransomware
attacks.

WHEREAS, the City intends to enact a Cybersecurity Program that is compliant with Ohio
Revised Code Section (ORC) 9.64, enacted through H.B. 96 that safeguards the entity’s data,
information technology, and information technology resources to ensure availability,
confidentiality, and integrity.

BE IT ORDAINED BY THE COUNCIL OF THE CITY OF MIDDLEBURG HEIGHTS,
CUYAHOGA COUNTY, STATE OF OHIO:

Section 1. That the Mayor and Finance Director are hereby authorized to set and adopt standards
safeguarding against cybersecurity threats and ransomware attacks.

Section 2. That in the event of a ransomware incident, the City shall not pay or otherwise comply
with a ransom demand without formal approval from City Council, by ordinance or resolution, that
specifically states why the payment or compliance with the ransom demand is in the best interest
of the City of Middleburg Heights.

Section 3. That itis hereby found and determined that all formal actions of this council
concerning and relating to the passage of this ordinance were adopted in an open meeting of this
council, and that all-deliberations of this council and any of its committees that resulted in such
formal actions were in meetings open to the public, in compliance with all legal requirements
including chapter 107 of the Codified Ordinances and section 121.22 of Ohio Revised Code.

Section 4. That this ordinance is hereby declared to be an emergency measure, immediately
necessary for the preservation of the public peace, health and safety of the citizens of the City of
Middleburg Heights, Ohio. Such emergency being the necessity to allow for the Cybersecurity
Program to be enacted by the implementation deadline of January 1, 2026. Therefore, this
ordinance shall take effect and be in force immediately upon its passage and approval by the

Mayor. ,
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